Information Security

The set of UoCs under the Information Security area covers the competencies

to:

= Establish and maintain an information security governance framework to
ensure that information security strategies are aligned with business
objectives and consistent with applicable laws and regulations;

= |dentify and manage information security risks to achieve business
objectives;

= Design, develop and manage an information security program to
implement the information security governance framework;

= Oversee and direct information security activities to execute the
information security program;

= Develop and manage capabilities to respond to and recover from disruptive
and destructive information security events;

= Enable a business or organization to plan for, respond to, and recover from
an event;

= Develop and perform information security audits to evaluate business and
technical risks and to determine whether appropriate and timely actions
have been taken to address these risks;

= Understand the legal requirements of forensic investigation process and be
able to plan and document the process;

= Plan, develop and maintain the Business Continuity Plan based on
business requirement, risk management model and regulation requirements



